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BbizoBbl knbepbesonacHocTu Havana XXI Beka 4

®) Bebizosbl kmbepbesonacHocTn Havana XXI Beka He MOryT 6biTb MONIHOCTbIO 3aKpPbIThl
TPaAVLMOHHBIMU MeToAamMu

OwHamuka pocTta kubepyrpos OCHOBHble NPUYUHDI

1998 50 B geHb

YcTtapeBatoliee ob6opynoBaHue

2008 15 000 B geHb #ﬁ O6ecneueHne 06paTHOI COBMECTUMOCTH

2019 400 000 B peHb




PeakTnBHOE NpOTMBOAENCTBIE Ha NPUMEPE NPOMBbILLIEHHBIX OO BEKTOB

DPCTIK PD, pekomeHayeT cnepyiowme Cpokm
ycTpaHeHus ya3sumocTei (2023):

Stuxnet, 2010

1. KpuTtunueckunin ypoBeHb onacHoCcT: A0 24 4yacos;
2. Bbicoknii ypoBeHb onacHocTU: 0o 7 pHen;

3. CpepHuin ypoBeHb onacHocTu: Ao 4 Hepenb;
4

Husknin ypoBeHb onacHocTU: Ao 4 MecsLeB.

SkcnnyaTtauus ya3sumocTei 0-gHa (zero-day)
OC, cpok o6Hapy>xeHus > roga

NcTouHuK:


https://securelist.com/stuxnet-zero-victims/67483/

[MocnenoBaTenbHOCTb COBLITUIN 6

YassumocTun O-gHs:

OUTBREAK: THE FIRST FIVE VICTIMS OF THE STUXNET WORM « CVE-2010-2568

The infamous Stuxnet worm was discovered in 2010, but had been active since at least 2009.
The attack started by infecting five carefully selected organizations
Windows XP, Vista, and

Windows 7 as well as
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Foolad Technic Behpajooh Co. Neda Industrial Control-Gostar Kala Electric,
International Elec & Comp. Group, Jahed Company, Centrifuge
Engineering Co, Engineering, component ICS vendor developer
ICS vendor ICS vendor, supplier
THE SOURCE
OF THE GLOBAL
STUXNET EPIDEMIC KAsPERsKV'g

MNeTouHuk: https://securelist.com/stuxnet-zero-victims /67483 / © Copyright Kaspersky Lab ZAO. 2014



https://securelist.com/stuxnet-zero-victims/67483/
http://www.cvedetails.com/cve-details.php?t=1&cve_id=%D0%A1VE-2010-2568

PeakTnBHOE NnpoTuBOAencTBME Ha npumepe MobunbHbix OC 7

Mpwuno>xexus Yaseumoctn OC

Mpumep: TpuaHrynauns, 4

MNpo6bnema a¢pPpekTNBHO peLueHa Hano>KEeHHbIMMN ys3BuMocTm O-ro aHs B Apple iOS

cpeactBamu Vb JlabopaTopun Kacnepckoro

.APK ¢aiinbl c BpepoHoCcHoI
$YHKLMOHaNbHOCTbIO, pacnpocTpaHsemble
noA, BUAOM B3/TOMaHHbIX UP U NPUNOXKEHWUIA

CTopoHHMe MarasnHbl NPUNOXKEHNIA

Hano>xeHHble cpeacTBa 6e3onacHoOCT
coKpalualoT BpeMst 0bHapy>XeHNS.
TpwaHrynauus, 6bina o6Hapy>xeHa SIEM
cuctemoii Jlabopatopum Kacnepckoro - KUMA

Google play, uepes koTopbiii
pacnpocTpaHsAoTCS NPUIOXEHNS He
HecyLue nonesHblii yHKUMOHAn, HO
3arpy>xaiouiee peknamy (Adlo)

PelweHune 3apaun TpebyeT KapAVHaNbHbIX
U3MeHeHU Ha ypoBHe apxutekTypbl OC n
cpeacTB paspabotkm OC

A E]-]

NcTouHnk: https://securelist.ru/mobile-threat-
report-2022/106860/

WcTouHuk: https://securelist.ru/trng-2023/
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YxXe celvyac nomoratot
no>XapHbIM KOMaHgam B Novicke
o4aroB BO3ropaHu4ga

HoBble TexHONOr — HOBblE BOSMOXXHOCTU

N
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NO3BONSHOT LLOBUTHCS BbICOKOWA
3bPEKTMBHOCTM NPON3BOACTBA
1 ybpaTb ntoaeli ¢ BpeaHbix
NPOVI3BOACTB
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MalunHHoe obyueHune

ABTOHOMHbI TPAHCNOPT
yBenmunsaeT abPeKkTMBHOCTb
NCMNONb30BaHNS TpaHcnopTa npu
3HAYNTENBHOM CHUXEHMN
aBapUINHOCTN



HoBble TexHOorMm — HoBble Bbi30BbI Vb

AHTUBMpPYC 1000
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KoHTponb ycTpolicTs Pacxop. MOLLHOCTH YacTble
obHOoBNEeHU

CucTema obHapy>keHUsi
BTOP>XEHWIA



PelwweHne ¢pyHOoameHTanbHoOM npobnemsl

Secure by design KnbepummyHunrter

KoHcTpykTBHO 6€30nacHbie CUCTEMbI MNopxopn «J1labopaTopum Kacnepckoro»
Cuncremsbl, cnoCcObHbIE CaMOCTOSATENBHO K peannsaumm KOHCTPYKTUBHO
MNPOTUBOCTOSTb KMOEpPYrpo3am 3a cYeT ©e30nacHbIX CUCTEM

aPXUTEKTYPDI

CoueTaeT B cebe kak MeToLoNoro, Tak U
TEXHONIOMNN CO3AaHNS KNOEPVIMMYHHbIX
CUCTEM

KasperskyOS — Hanbonee adpdekTrBHas
cpena 4ns co3naHns KN6epuMMyHHbIX CUCTEM
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OT KoHUEenuum K TeEXHONoru
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KasperskyOS 6a3upyeTcs Ha Hay4HbIX KOHLENUUSIX,
KOTOpble B COBOKYMHOCTU HAAENsIoT €€ YHUKaNbHbIMU
cBolicTBaMun. DTU CBOIiCTBa NO3BOJISIIOT CTPOUTb Ha 6ase
OC cuctembl ¢ Bbicokumm rapaHTusvmm Ub.



HoBeperHas kogoas 6a3a ([1KBb)

Linux OKB KasperskyOS KB
27+ MVUNNNOHOB MeHee 100 Tbicsau
CTtpouek koga CTtpouek koga

VS O

MoHonnTHas MukposapaepHas
apxuTeKkTypa apxuTeKTypa



NcTopusa passutug mukpogaaepHbix OC

L4-embed.

OKL4 Microvisor

L4/MIPS OKL4 pKernel

L4/Alpha Codezero

Hazelnut Pistachio

Fiasco.0C

UNSWI/NICTA

GMD/IBM/Karlsruhe

Dresden OK Labs

[ Commercial Clone ]

P4 — PikeOS

93 94 195 96 197 19g 199 190 101 102 103 Vo4 Vo5 o6 107 108 Yoo 10 111 112 113

Nctounnk: GERNOT HEISER, L4 Microkernels: The Lessons from 20 Years of Research and Deployment



ApxntekTypa MOHONMNTHBIX N MukposiaepHbix OC

Application

Syscall

Device
Application Driver

Kernel
Mode

IPC, virtual memory IPC

NcTouHuk: Gernot Heiser UNSW/NICTA.



[NpenmyLiecTBa Mykposapa B udpax

926% 97% 29%

KpunTtnueckux akcnnomnrtos OkcnnonToB OkcnnonTos

B Linux He aBnatoTCY B Linux nonHocTbio B Linux He npumeHnMbI K
KpUTUYeCcKMu ans HVYBENMPYOTCS Npu MUKPOSOEPHOW
MukposaepHon OC. BepudUKaLMm MUKopsapa. apxXuTeKType.

Nctounuk: ACM, Simon Biggs, The Jury Is In: Monolithic OS Design Is Flawed - 2020
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KasperskyOS 6a3upyeTcs Ha Hay4HbIX KOHLENUUSIX,
KOTOpble B COBOKYMHOCTU HAAENsIoT €€ YHUKaNbHbIMU
cBolicTBaMun. DTU CBOIiCTBa NO3BOJISIIOT CTPOUTb Ha 6ase
OC cuctembl ¢ Bbicokumm rapaHTusvmm Ub.



Multi Independent Levels of Security (MILS)

App/Driver

18

Mopxop, KoTOpPbIV NO3BONSET

o O6ecneuntb aBTOMaTUYECKOE KYNMpPOBaHUe Yrpo3bl B
pamkax He6onbLloro goMmeHa 6e30MacHOCTU, KOTOPbIM
MOXeT 6bITb ApaiiBep, NPUNOXEeHNe UNn ero 4acTb
(naxxke 6ubnmnoTeka)

e Peannsosatb HMBeNMpoBaHne BEKTOpa aTakuy, 3a cYeT
apXUTEKTYypPbl CUCTEMbI.

I'Ipo,quOHcrpMposaHo Ha npumMmepax B ciefyroLiux pasgenax rnpe3eHraum



FLASK (Flux Advanced Security Kernel) 19

Client Moaxop kK nocTpoeHuto agpa OC, KoTopbil No3BoNgeT

o PaspaboTunKy CKOHLEeHTppoBaTbcs Ha pa3paboTke

¢ Object Request
OunsHec Nornkun npuno>XXeHunda He aymMmas o NoJINTUKax

Object Manager Security Server 6esonacHocTh.
Policy Security
Enforcement =— Policy 9 ApxutekTopy Vb ckoHUeHTprpoBaTbCs Ha
L e paspaboTke nonuTUK 6€30NacHOCTM U NX AeKnapaums
! B KasperskyOS.

| .
Enforcement | Policy

Moaxoa nonHocTbio aHanoruyeH WEB korga paspabotuuk (Java Script)
Aymaert o 6usHec noruke a ausariHep (CSS) o otobpaxkeHuu.
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[ nobarnbHOE nNpusHaHme

NHOukamop, Ymo mbi b6exxullb 8 rpasusibHOM Ha.



[py3HaHve B nHaycTpun

industrial intemet
CONSORTIUM

“MILS Architectural
Approach Supporting
Trustworthiness of the
lloT Solutions”, 2021

Architectural approach
behind KasperskyOS as a
strategy for creating IT
systems

Source

ARC

Advisory’Group

“From Cybersecurity to
Cyber Immunity in lloT”,
2021

An expert view on
Kaspersky's Cyber Immunity
concept: Kaspersky Cyber
Immunity — a new approach
to digital transformation

Source

Gartner

“Vendor to watch” for its
KasperskyOS

Market Trends: Software-
Defined Vehicles Will Disrupt
the Automotive Supply
Chain

Source


https://www.iiconsortium.org/pdf/MILS-Architectural-Approach-Supporting-Trustworthiness-of-IIoT-Solutions-Whitepaper.pdf
https://www.arcweb.com/industry-best-practices/cybersecurity-cyber-immunity-iiot
https://www.kaspersky.com/about/press-releases/2021_kaspersky-cited-as-a-vendor-to-watch-for-software-defined-vehicles
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KASPERSKY CYBER IMMUNITY
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The mark has been registered in respect of
Class 9
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United Kingdom,
May 2021

Tnited States Patent and Trademark Office

KASPERSKY CYBER IMMUNITY

Reg. No. 6,680,842 AO Kasparsky Lab (RUSSIAN FEDERATION JOUNT STOCK COMPANY)
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United States,
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EUROPEAN UNION
INTELLECTUAL PROPERTY OFFICE

EUROPEAN UNION INTELLECTUAL PROPERTY
CERTIFICATE OF REGISTRATION

“This Certificate of Registration is hereby issued for the

European Union trade mark identified below. The

corresponding entries have been recorded in the
Register of European Union trade marks.

OFFICE DE L'UNION EUROPEENNE POUR LA
PROPRIETE INTELLECTUELLE
CERTIFICAT D’ENREGISTREMENT

Le présent Certificat d Enregistrement est délivré pour

mentions et les renseignements qui s'y rapportent ont
été inscrits au Registre des Marques de 'Union
Européenne.

Www.euipo.europa.eu

g Y g 07/10/20:

No 018320558

KASPERSKY CYBER IMMUNITY

The Executive Director / Le Directeur
exécutif

e

Christian Archambeau

European Union,
October 2022




[ nobanbHoe Npu3aHaHne napTHEpamMm

Strategic cooperation agreement

@ kaspersky | . : [ /

FTEHERSERIAfFZEE

Kaspersky Secure Remote Workspace

. 3
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Gitex 2022 World Leading Internet Scientific and Technological Achievements
Strategic cooperation between Centerm “Technology innovation” award for Kaspersky Secure Remote
and Kaspersky aimed to development Workspace — cyber immune thin clients based on KasperskyOS

and delivery of cyber immune endpoints
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Google Fuchsia Huawei HarmonyOS

N y Hac ecTb 0cOBeHHOCTb

KasperskyOS ¢dokycupyercs Ha
nH$popmaLmMoHHON 6esonacHOCTH

KasperskyOS
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OT TexHonormn K Nnpoaykra



PasBnTtmne npoayktoB Ha 6a3e KasperskyOS

. Oran I: Ctatnueckmne
| Kn6epumyHHble

Jran ll: Ctatnueckune
| KMB6epUMyHHble

. Oran lll: NMonyamHamnyeckne
i KnbepumyHHble cnctemsl

i drtan IV: OTkpbiTbie
i JnHamunyeckue !
| KMBGepuMyHHbIe CUCTEMDbI |

2021

2022

2023-2024

2024+
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BusHec acnekT undpposmsaumm ¢ ncrnonssosaHvem loT/lloT

BusHec-nonb3oBaTtennb
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WHaycTpuranbHoe o6opyaoBaHue

OaTtunkn

dusnyeckre aKTMBbI



ApxunTekTypa npombiLneHHoro wto3a Ha KasperskyOS

200+

N30/INPOBaHHbIX

~ DOMEHOB

'~ Bes3onacHoCTM
B




Mprmep peakummn KnbepuMMyHHON cnucTembl Ha peanbHyto RCE

CywecTBylowuii Wwnios ¢ nssectHoi CVE-2021-42311 - O6bIuHbIN W03

_____________________________________

I 1
1 1
1 1
X ' Ncnonnerne i loT-ycTpoiicTeo
: | 3NOBPEAHOro Koga ¢ :

Jlormn\lMNaponb injection | NpaBamu root ATtaka 1 _
Ll | Ll L
I ! I
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| |OTCcyTCTBME BanMAaaumm AaHHbIX ' !
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1 1

LLInto3 Ha 6a3e KasperskyOS — Kn6epummyHHbI o3
Ceptudukat oot mm e m o mmm !
HomeH 6esonacHocTn HomeH 6eszonacHocTn HomeH 6esonacHocTn

AyTeHT. P APMERDESUIIaLRobT APVER bEsbilabhoLivi - ARen e el
loT-ycTpoictBO

HeaBTOPM30BaHHbIX
nencTeum
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Vehicle ecosystem threats

- soc
..Targeted attacks

Fleet Management

Connected Car Cloud

Diverse attack vectors ‘
* Interior, short- & long-range attacks .'. MITM attacks

Malware /Phishing

* Mobile devices and apps )
Device theft/loss

* Connected car infrastructure attacks

MITM attacks
Vulnerability exploitation
Malicious software updates

BadUSB

... Device reflash

lkaspersky



Mobile devices threat vectors (mostly associated with Industrial networks)

OS Vulnerabilities

» Life of Mobile devices in
industrial more that 5
years. Most of the
producers do not support
software after 3 years.

* Legacy software, which
prevent updates

Cyber Immunity
+  Covers such threats
through small TCB.

Cyber Immunity

*  Covers such threats
through isolated security
domains.

I Supply chain
Attacks

4 v
4 v
[ 1
| 1
l |

\ I
\ i

- . Cyber Immunity

«  Covers such threats
through isolated security
domains.

/ 3-rd party
’\ applications

Threat PN
~  vector L7
A .7 Threat
A K vector

Vulnerabilities in firmware
of GSM Modem, Wi-Fi,

X w_  Threat Bluetooth
e . vector *  GSM Modem, Wi-Fi, Bluetooth
7 Threat RN

components integrated directly
into mobile chip. They use
memory mapping interface. So it
means, that vulnerability in such
components can provide for
potential intruder back door
with full control.

vector S

/' Firmware
\Vulnerabilities

Cyber Immunity

*  Partially covers such threats
through isolated security domains.

*  Smart hardware architecture
required.



Vulnerabilities in firmware can be eliminated through secure by design in hardware

yG 50
Jll

PCI Express ] I u

use GSM = System on Chip =

Modem E 4o I A— g

System { T
. = 5G =

on Chip I R
T

Wi-Fi
Bluetooth

+ Security-first design with Cyber Immunity Universal design with Cyber Immunity

+ Wireless interfaces are not SoC based, so wireless
comms could be controlled

More variants to build smartphone device
Less expensive due to integrated peripherals

+ + + +

+ Typical implementation through Rockchip, NxP Better power efficiency

= Higher power consumption - We don't have any experience with Unisoc yet
= Tablet as more suitable form factor

- More expensive device than mobile-SoC based one
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MacLuTabrpoBaHme No NPUNOXKEHNSM

35
CeropHs 3aBTpa
KoHconbHble
Web |-|pI/IJ10)KeHI/I9| QT NPUNOXXEHNS
APUNOoXeHNd
N Adaptive & Flutter
- AUTOSAR
S fl'
]
loT Lnios ToHKMIA KNNeHT KoHnTponnep ABTOMOGWbHbIN Mnatdopma ans
o3

MOBUIbHBIX YCTPOICTB



MacLtabupyemocTb No 060pynoBaHNIO

Linux

AR
l'l

Android

Windows
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MacLtabupyemocTb No 060pynoBaHNIO 37

WccnepoBatenbckuii npoekT PesynbTaTbl Ha NpuMepe NpUMeHeHus

I P KasperskyOS Ha Mo6unbHbIX ycTpolicTBax
omeH 6e3onacHocTn

(

) * B pamkax npoekTa 6b1110 nopTupoBaHo 300 000+
' cTpouek Koaa apansepos Linux

+ Ob6bem Heob6xoAUMBIX U3MEHEHNIA OISl 3anycKa B
KasperskyOS < 5%

[paiiBepbl akcenepomeTpa 1 rmpockona
*  WcxopHbii kop nop Linux: 7100 cTp.

*  O6bem nameHeHuii: 20 cTpouek;

1\ J
/,é\ Opaneepbl NFC
*  WcxopHbii kop nog Linux: 1176 cTp.
KasperskyOS appo NFC
* O61bem nameHeHnir: 0 ctpouek;




Mudbl nnn KnbepummyHHasi peanbHOCTb

4 ) 4 ) 4 )
MaTTepHbl
3e30MnNacHOCTV
KasperskyOS #nopkanotom
\_ Y, \_ Y, \_ Y,
Mporpammbl 06yueHus HoBsoctn TexHun4yeckne ctatbn
KnbepuMmmMyHHMUTETA KnbepuMMyHHOro Mmmpa

'?iﬁ'i_!




